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1 OnucaHue ycTpoincTea

AA-07 - AA-07

MHoroaboHeHTCKas BbI3biBHas naHesnb AA-07E SILVER/AA-07TM SILVER/AA-07B SILVER - OTIMYHOE peLleHne ans
0h1CHBIX 3aaHWI, MHOTOKBaPTUPHBLIX KOMMIEKCOB U KOTTEKHbLIX NOCEKOB. OT/IMYNTENIbHON 0COBEHHOCTbLIO
[aHHOW NaHenu sABNsSeTca UBETHOM TFT aKpaH C NOACBETKON, a Takke IP kamepa BbICOKOr0 pa3peLLeHuns ¢

6onbLIMMK yriamu ob3opa.

1.1 BHelwHu Bua

NopceeTka

Kamepa

JaTtumk
OCBELLEHHOCTH

CumTtbiBaTENb
OEeCKOHTAKTHbIX KapT U
BpeniokoB

OnHaMumk

4” LCD MoHuTOpP

Knasuwun

MukKpodoH

OnucaHwue ycTpoicTtea - 6
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2 TexHUYecKme xapakTepucTUKn

2.1 ObWMNE XAPAKTEPUCTWNKW

Tun naHenun: MHorokeapT1pHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”, perynnupoBka Hanpas/ieHNsa kamepbl
Yron o63opa: o ropmsoHTasm 80°, N0 BEPTMKAN 64°
Pa3peweHune kamepbl: 1.3 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MnHuMmanbHasa ocBelweHHOCTb: 0,01 LuX

Knacc cteneHun sawurhbl: IP65

TemnepaTypHbIil peXxum: -40 - +65 °C
MoTpebneHve NnuTaHus: 6,5 BT, B pexnme oxungaHuns - 3,6 BT
MutaHwne: +12B

Kopnyc: Metannnueckuii

LiBeToBOE peLueHue: Cepebpucto-cepbli

Pa3mep nopg, ycTaHOBKY: 140x350x60 MM

Pa3smep camoii naHenun: 155x375x55 MM

Tun yctaHOBKU: Bpe3Has, HaknagHasa ¢ BR-AA

Tun KknaBuaTypbl: MexaHU4Yeckne KHOMKK ¢ NnoAcBeTKOw

2.2 PYHKUNOHAIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnninckuia, WEB-nHTepdeiic

OTKpbITME 3amKa: C MOHWUTOPA, N0 KoAy, No KapTe, N3 NpuaoxeHus BAS-IP Intercom, UKEY
KoHTponb goctyna AA-07E SILVER: CunTbiBaTe/lb 6€CKOHTaKTHbLIX KapT EM-Marin
KoHTponb goctyna AA-07M SILVER: CunTbiBaTe/lb 6ECKOHTaKTHbIX KapT Mifare

KoHTponb goctyna AA-07B SILVER: MynsTudopMaTHbIA cunThIBaTEb C NOAAEPXKKON TexHonormm UKEY (EM-
Marin, Mifare, Bluetooth, NFC)

NuTerpauus co CKYZ: Buixog WIEGAND-26
KHonkn 6bIcTporo Bbi3oBa: KHOMKa BbiI30Ba KOHCbepXa
KonuuectBo menoguii BbizoBa: 4 NONNGOHNYECKE MeNoann

AyTeHTUdpmkauua: OTaenbHbIN Naponb Ha HacTpoiiku, WEB-HTepdeiic

TexHnyeckne XxapakTepucTukm - 7
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Pexum pasroBopa: [JByXCTOPOHHUI

JononHutenbHo: SIP P2P, BcTpoeHHoe pene

TexHnyeckre XxapakTepucTukm — 8
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3 KoHpurypupoBaHue vepes rpagomyeckuin nHtepdpenc

+ [NaBHbI 3KpaH(see page 9)

+ HacTpoiikn ycTpolicTBa(see page 10)

+ HacTpoiikn ceTu(see page 12)

+ HacTpoiikn gocTyna(see page 13)

« J10NO/IHUTEbHbIE HACTPOMKM(see page 14)
« O cucteme(see page 15)

3.1 naBHbI 3KpaH

Beizoe: 3paHue N2 -> # -> [TapagHoe N2 -> # -> KpapTupa N2 -> #
KoHceepx: 0000 -> #

OTKpbITL: # -> MNaponb -> #

OTmeHa: Hammute *

AppecHan KHura: Haxmure |

:;:.'[Z]‘:

BbI30B: [1/111 BbI30Ba HEO6X0AMMOIi KBAPTUPbI HY)XXHO BBECTY OT 4 0 10 UUGIP B 3aBUCUMOCTM OT TEKYLLErO
pexvma naHesnmu.

KoHcbepx: [11151 BbI30Ba KOHCbepXa He06X0A1MO BBECTV KOMGMHALI0 0000# WM HAXAB OTAENbHYH0 KHOMKY
[LNs1 BbI30Ba Ha KnaBuartype.

OTKpbITb: [1n5 nepexoja B MeH0 BBOAA Koda [0CTyna HeobxoAnmMo Haxatb "#'", BBeCTW ko4, AoCcTyna u
HaxkaTb "#" ONnA noaTBEpPXAEHUA.

[N oTMeHbI AeACTBUSI UM Nepexoa No MeHK Halad HeoOX0AMMO HaxaTb "™*".

AapecHas kHura: OTo6paxaeT CMMCOK KOHTAKTOB A/11 MOVCKA U BbI30Ba XW/bLA, €C/IN HEU3BECTEH TOUHbIIA
NIOrMYecknii afipec MoHMUTopa.

AfpecHast KHira AOCTyMHa eC/IM oMM BK/IOYEHA B HACTpoiikax Be6 nHTepdeiica, B pasaene "Keaptupsbi"t.

1 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhmryprposaHue yepes rpadmyeckuii uHTepdeiic - 9
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Liam uviug
Smith 0133
MeaHoB | 0101

.NeTpos ' 0111

Cupopos

KBapTupbl OTCOPTMPOBaHbI MO HA3BaHUIO.

A,D.peCHaFI KHUTa BbI3bIBAETCA NO HAXKATUK Ha KHOMKU CTPESIOK WN/IN  a 3BOHOK COBEPLUAETCA Mo HaXKaTuko
ngn

Bbixog, Ha rnaBHbIli 3KpaH OCYLLECTBISAETCA MO HaxaTuto "™*'" nnbo aBTOMaTU4eckn, cnycTts 30 CEKYHA,
6e3nencTBus.

Mo yMonuaHuio afpecHasi KHra oTk/oueHa.

Moackaskn, 0To6paxaeMble Ha IMTaBHOM 3KpaHe MOXET 6bITb M3MeHeHa B pasgene "[ono/iHUTENbHO
2_, Monb3oBarenbckue ysegomneHus®"

3.2 HacTtpolikmn ycTpoinctea

[ns BxoAa B CUCTEMHbIE HACTPOVKN HEOOXOAMMO HaxkaTb KHOMKY "#" nBa pasa:

[anee HeobxoaMMO BBECTY 6 LMAIp Naposia AN1s BXOAA B HACTPOIKM BbI3bIBHOWM NaHenu (naponb no
yMON4YaHuio: 123456) 1 Haxkatb "#".

2 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 10
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1. HacTponku ycTpoucTea
2. HacTtpouku cetu

3. HacTpouku goctyna
4. [10NOSIHUTENbHO

5. O cucreme

KHonka "2" nepemeLyaeT Kypcop BBepX, kHorka "8" nepemelLaeT Kypcop BHU3. 15 NOATBEPXAEHNSA
3HauYeHN i HEO6XO0AUMO HaxXaTb KHONKY "#", 1 KHoMKy "*" A7 BO3BpaTa Hasag,.

Pexxum: | MHor. Maponb: 123456
Asbik: Pycckuu [poMk.. 1
3aaHue: 1 Paspew.: 640x480
MapagHoe: 1
N2 1

Pexxum: Bbibop pexumma paboTbl naHenu.

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 11
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NHdopmayma o paéote peXxumon

Mpwn BbIGOPE pexmma «[N06.», AN BbI30Ba HYXXHOr0 MOHUTOPa HE06X0ANUMO BBECTM 4 Lndpbl
HoMepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 undpbl HOmepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.

Mpwu BbIGOPE pexnma «MHOr.», 47151 BbI30Ba HY)XHOrO MOHUTOPA A0CTATOYHO BBECTM 2 Lndhpbl HOMepa
aTaxka 1 2 ungIpbl HOMepa KBapTupbl.

MpumeyaHue:
VHamBuayasibHbIl pexum paboTbl A8 sTUX naHenel Bbibupartb He pekomeHayeTcs. OH
MCMO/b3YyeTCa TONbKO A/18 MHANBUAY&/IbHbIX NaHeNnei.

A3bIk: Bbibop A3bika nHTepdeiica.

3paHue: Homep 3gaHus.

MapagHoe: Homep napagHoro.

Ne: MNopsakoBbI/i HOMEP BbI3bIBHOW NaHesnu.

Maponb: CucTeMHbIV Naposib 4718 BXoAa B HacTpolikn n WEB-nHTepdeiic.

FpOMKOCTb: [POMKOCTb AVHAMVKA BbI3bIBHON NaHenw.

Paspelu.: BbiGop paspeLleHnst NoToKa KaMepbl BbI3bIBHOV NaHesu.

Mopckaska:

Homep 3gaHnA 1 napaHoro A0/KHbI COOTBETCTBOBATL 3HAYEHMUAM TOro BHYTPEHHEro MOHUTOpPa, Ha
KOTOpbI ByaeT nocTynaTb BXOASLMIA BbI30B OT AAHHOW BbI3bIBHOW NaHesin. Ecnn y Bac HECKONBLKO
BbI3bIBHbIX MaHesel, KOTopble MMEKT OAMH NIOTMYECKN aapec, Torga B nose «Ne»s He06XoAMMOo
yKasaTtb 3HauyeHue 2, 3,4, 51 T.4., 80 9. Ecnn nornyeckasn agpecauusi BbI3bIBHOW NaHe
COOTBETCTBYET afpecauun MoOHMTOpA, a IP agpeca yCTPOCTB HaxoaATCsl B OAHOM CETMEHTE CETU -
YCTPOIACTBa HalayT Apyr Apyra v Bbi30B OyAET NPOXOANTb KOPPEKTHO.

3.3 HacTpoiikn cetu

B 370l BKafke ycTaHaB/MBAOTCA OCHOBHbIE CETEBbIE NapaMeTpbl.

KoHdhmryprposaHue yepes rpacmyeckunii nHTepdeiic - 12
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Bkn

192.168.1.178
255.255.255.0
192.168.1.1
8.8.8.8
192.168.1.125

DHCP: BkntoueHne/BbIK/IHOHEHNE pexnma nosiy4yeHnsa ceTeBbIX HACTPOEK aBTOMATUYECKN.

IP: IP-agpec BbI3bIBHOI NaHeNn.

Appec no ymonyaHuio:

Mo ymMon4aHuto BbI3bIBHASI MAHENb MOXET MMETb CTaTuYeckuii IP-agpec 192.168.1.90 1m60

192.168.1.91

Macka: Macka nogcetu.
LUnto3: OCHOBHOIA LLIAHO3.

DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK n1bo cepBepa Ha KOTOpoM ycTaHasnmeaeTcs MO Management Software nnu Link.

3.4 HacTtpoiikn goctyna

Mpu nepexoie B MEHIO HACTPOEK A0CTyNa 0TO6PAa3nNTCS creaytoLLuii MHTepdeiic:

KoHdomryprpoBsaHue yepes rpacmyeckunii nHTepdeiic - 13
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Bpemsa | 3
OTKPbITUA

3agepxka 0
OTKPbITUA:

NMuepT: 12
Maponb: 0000

Bpemsi OTKpbITUSI: Bpemsi, Ha KOTOpoe GyayT 3aMKHYThI UM PA3OMKHYTbI KOHTaKTbl pesie naHesnu.

3agepxKa oTKpbITUA: Bpems, No uCTeuyeHnn KOToporo, NPON30onaeT 3amblKaHne Un pasMbikaHue KOHTaKTOB
pene naHenu (3agepxkKa 40 OTKPbITUSA).

NudpTt: Homep aTaxa, Ha KOTOPOM YCTaHOB/IEHA NaHe b (MPU NCMOMb30BaHUN MOAY/A yNpaBAeHus nngpToM
EVRC-IP, onynoHasbHO).

Maponb: Maposnb 18 OTKPLITUA 3aMKa Npy NOMOLLM BBOAA KoJa OTKPLITUA Ha Kiasuartype naHenu. Ana
nepexofa B peXxum BBoga napons He06xoaMMo HaxaTb knasuly "#", BBECTM Naposib M MOBTOPHO HaxaTb
VI#II.

Kog gocTyna MoXeT 6bITb OT 1 /10 8 3HAKOB

3.5 [lonosiHMTeNbHbIE HACTPOIKM

Mpy nepexoie B MEHIO A0M. HACTPOEK 0TO6PA3NTCA CNeayoLLmnii MHTepdelic:

KoHdhmryprpoBsaHue yepes rpadmyeckunii nHtepdeiic - 14
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KBapTtupa: Kapra:

[lepesarpys.:

3aBoAcKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AUMO NPUBSI3aTh KapTy fOCTyna.

[o6GaBneHne kapT yepes rpaduueckuii nHTepdeiic:

BBeaunTe Hy>XHbIA HOMep KBapTMpbl 1 NOAHECUTe KapTy k o6nacTu cunTbiBaTens. MaHens usgact
COOTBETCTBYHLLMI 3BYKOBOW CUTrHaU1, NOATBEPXAAIOLLWIA TO, YTO KapTa 3aperncTpmpoBaHa 1 Ha
avcnnee B nosne "Kapra" otobpasvTcs HOMep KapTbl.

Mepesarpys: Nepesarpyska BbI3bIBHOV NaHesnu. [lns nepesarpy3ku Bbi3bIBHON NaHe M Heo6Xxo4Uumo BBECTM
undppy "1" n Haxkatb knasuLly "#" .

3aBopgckue: C6pOC HACTPOEK NaHeNu K 3aBOACKMM ycTaHOBKaM. [ln1s c6poca HacTpoek BbI3bIBHOW NaHesnm
Heobxo4MMO BBeCTU Lndpy "1" 1 HaxxmuTe Knasuwy "#" .

BHumaHue:
O6partnTe BHMMaHWe, 4TO M3 NaMATV NaHenn npu cépoce ByayT yaaneHbl BCE KapTbl.

3.6 O cucreme

Mocne nepexoga B MeH0 "O cucteme" 0TobpasnTcs cnenyroLnin nHTepdeiic:

KoHdomryprposaHue yepes rpacdmyeckunii nHTepdeiic - 15
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FW: 1.5.420170121
Ul: 1.2.320161031 (std)
IP: 192.168.1.178
MAC: 00:1F:D2:79:5B:F3
SIP: ERROR

B 3TOM OKHE 0TOBpaxxaeTcs Tekylee cocTosiHMe SIP nogkodeHus, Tekywmia IP agpec, MAC-agpec u Tekyuas
BepCus NPOLUMBKMU.

KoHdomryprposaHue yepes rpadmyeckunii nHTepdeiic - 16
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4 KoHdourypupoBaHue yepes web nHtepdenc

« BX0[A(see page 17)

« [[NaBHasA(see page 18)

+ CeTb(see page 19)

« BbI3blBHaA NaHesb(see page 20)

« KBapTupbl(see page 23)

o CKY/[(see page 25)
» VneHTndmkaTopbl(see page 28)
« [MpaBuna gocTyna(see page 29)

» [Nepeagpecals(see page 33)

o J1OMONHUTESIbHO(see page 35)

« JKypHasibl(see page 37)

« be30nacHOCTb(see page 38)

« Cucrema(see page 39)

4.1 Bxon

[ns KoHburypmpoBaHus BbI3bIBHOI NaHenun yaaneHHo Yyepes WEB-nHTepdeiic, Heo6xoaMMO NOAKIHUNTLCS K
Heli MHTepHeT-6pay3epom Ha K. MaHesnb AomkHa ObiTb NOAKHYEHA B TOM Xe cermeHTe cetu yto n MK ¢
KOTOPOro NiaHMpyeTcs Npou3BOANTb HACTPOWAKY.

B nHTepHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMO BBECTM IP-afipec naHesnu, nocsie Yero nosiBuTCs
OKHO BBOZA VIMEH Mo/b30BaTess 1 naposs.

AAMWHUCTPATOP - UMEET MOJIHBIA JOCTYN KO BCEM HACTPOIiKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOKaM NaHesim, Ho emy orpaHmyeH goctyn k MmeHwo CKY[. Takoi goctyn
NpefoCTaBNSAETCA MOHT&XHbIM OpraHn3aunsaM s YCTaHOBKA U HACTPOMKN CUCTEMBI.

3HayeHus N0 yMon4yaHuio:

AoMUHUCTpaTOop:
admin:123456
MeHepnxep:
manager:1234

KoHdhmryprposaHue yepes web nHtepdpeiic - 17
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basIP o error

Beeaute NoruH u naponb

4.2 naBHas

Mocne ycneLHoi asTopusauum otobpasnTcs crieayoLmii nHtepdelic:

@baslP < = osr o~ 6

BAS-IP multi-apartment panel

= cen
WHbopmMaums 06 ycTponcTee

Buiabisnan navens

PR Opeiimaopk Nayhiep Cepuiisii Homep
CKyA Pexum ruépuaa Bepcus rmbpuaa YcTpoiicTeo
Mepeanpecaunn

RononsuTensio

O % e F

WHdopmaums o cet

HypHansi

K

BesonacHocTs DHCP IP agpec Macka noaceTi

-

Crcrema R
Anpec wniosa DNS cepeep MAC aspec

dpelimBOpK: Bepcusi NPOLLMBKN.

NayHuep: Bepcusa nayH4yepa.

Pexxum rudpuga: TeKyLMiA pexmmM NoAKMYeHns TrmMopnaHoro agantepa.
Bepcusa ru6puga: Bepcusi rubpuaHoro agantepa.

CepuiiHblii Homep: CepuiiHblii HOMep YCTPONCTBA.

YcTpowicTBo: Tun ycTpolicTBa.

4.2.1 VHdopmaLms o cetu

DHCP: TekyLiee cocTosiHne DHCP nogkioyeHus.
IP agpec: Tekywuii IP agpec naHenu.

Macka nogceTu: Macka nofcetu.

KoHdhmryprposaHue yepes web nHtepdpeiic - 18
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Apapec wnio3a: Apec 0OCHOBHOIO LLUJIO3a.
DNS cepBep: Agpec DNS cepepa.
MAC apgpec: MAC agpec naHenu.

4.3 CeTb

i®baslP < = ERROR e 0

nasHan

BAS-IP multi-apartment panel

HacTponku cetu
Bbi3biBHan NaHens

KBapTupbl

.))

] DHCP

CKyL

G Qe B

n - s
lepeappecauua 192.168.1.169 192.168.1.1

OononHUTENbHO

BesonacHocTs 255.255.255.0 192.168.1.1

e &

CucTema

Monb3oeaTtenscknii NTP
NTP

pool.0.ntp.org

UTC+10:00 -

4.3.1 HacTpoiiku ceTu

DHCP: BkntoueHme/BbIK/IHOUEHNE pexunma nosiy4yeHmna ceTeBbliX HACTPOEK aBTOMaTn4eCKN.

IP: IP-aapec BbI3bIBHOI NaHesN.

AApec no ymonyaHuio:
Mo ymMon4yaHuio BbI3bIBHAsI NaHeb MOXET UMETb cTaTuyeckuii IP-agpec 192.168.1.90 6o
192.168.1.91.

Macka: Macka nogcetu.
LLUno3: OCHOBHOI LLIHO3.

DNS: Agpec DNS cepsepa.

4.3.2 onb3oBaTenbCKuii NTP

NTP: BkntoueHne/BbIK/IHOUEHNE UCMO/b30BaHNA Nosb30BaTesibCkoro NTP cepsepa.

URL: lNone BBoAa agpeca nonb3osaresnibckoro NTP cepsepa.

KoHdhmryprposaHue yepes web nHtepdpeiic - 19
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YacoBoii nosic: Bbibop yacoBoro nosica.
4.3.3 Cuctema ynpasneHus

CvcTema ynpaeneHmns
L\.nk

link.bas-ip.com 123456

TMPABARTH 3KyPHANb! Ha CepBep OTNPaBAATH CTATYC Ha CepBep

Pexxum: Bbi6op pexmma paboTbl CUCTEMbI YIPaB/IEHUS NaHEesNbH.
URL: AZpec cepepa ynpasneHus.

Maponb: MNaponb gocryna.

OTnpaBnATb XypHa/ibl HA cepBep: BkoueHne/BbIKNOUeHE OTNPaBKM XYPHaIOB NaHesn Ha cepBep.

OTnpaBAATb cTaTyc Ha cepBep: BkoueHne/BbIK/OUEHMe OTNPaBKM TEKYLLIero cTatyca naHesnm Ha cepsep.

4.4 BbI3blBHas naHesb

HacTtpoiika agpeca

@baslP <« = s

BAS-IP multi-apartment panel

= Cems

R Hactpoiika anpeca p—

Bl Kesprupnt . -
MHOroaboHeHTCKui i

9 con

®2  Mepeagpecauns g

£ Rononwumensho

[0} KypHansi 1

[+/] BesonacHocTs .

9 cwron 1

Pexxum: BbiGop pexuma paboTbl NaHenu.

NHdopmayumsa o paéote peXxumon
Mpu BbibOpe pexnma "Fo6anbHbIN", 115 BbI30Ba HY)XHOTO MOHMTOpA HEOOGXOAMMO BBECTU 4

LUMdpPLI HOMepa 34aHns, 2 Ldpbl HoMepa NapaaHoro, 2 Ldpbl HOMepa aTaxa v 2 LMgpbl Homepa
KBApTUPBI.

Mpu BblIGOpe pexrnma "MHOroa6oHeHTCKUIA", 4151 BbI30Ba HY>XHOrO MOHWTOPA [0CTaTO4YHO BBECTU 2
uncbpbl HoMepa aTaxa ¥ 2 undpbl HoMepa KBapTupbl.

3aaHune: Homep 3paHus.
MapagHoe: Homep napagHoro.

MopsaaKoBbIii Homep: MopPAAKOBbLI HOMEP BbI3bIBHOV NaHe M.

KoHdhmryprposaHue yepes web nHtepdpeiic - 20
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MopsgkoBas Hymepauus naHene
Ecnu y Bac HECKO/IbKO BbI3bIBHbIX NaHeNel, KOTopble NMEKT OA4MH NIOTUYECKW aapec, Torga B nose
"MopAaaKoBbIA HOMEP" yKaXuTe 3HaueHme 2,3,4,5u 1.4., A0 9.

4.4.1 HacTtolku SIP

Fnaexan o

Ceto

q)

Bol3bIBHER NEHEND

Kaaprupsi

CKvL sip:sip.bas-ip.com 2222

a9 B o

Mepeaapecauns o o
sip.bas-ip.com 222222

[LlononHuTensHo

BezonacHocTe

e S

stun.l.google.com
Cucrema

19302

Bkn/Bblkn: BkioyeHne/BblknoveHne SIP peructpaumn.

Mpokcu: MNMpokcu SIP cepBepa, KOTOPbI MOXET ObITb NpeAcTaB/eH Kak IP agpecom, Tak 1 AOMEHHbLIM MEHEM.

dopmar 3anucu:
Mepep agpecom NpoKcK 06s3aTeNbHO HY)XXHO yKasbiBaTb "sip:".

CepBep: Aapec SIP cepsepa.

dopmar 3anucu:
MoxeT ObITb YKasaH Kak IP-agpecom, Tak U JOMEHHbIM UMEHEM.

STUN IP: Agpec STUN cepsepa®.

Mpumep:
stun.l.google.com®.

STUN nopT: NopT STUN cepBepa.

MpumeyaHue:
[na STUN cepsepa Google ncnosnb3yetcs nopt 19302.

Monb3oBarenb: SIP HOMmep.

4 https://ru.wikipedia.org/wiki/STUN
5 http://stun.l.google.com/
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Mpumep:
2222

Maponb: MNaponb ot SIP Homepa.

4.4.2 HacTpoliku Bbl30oBa

nasHar -
HacTpoiku BbI3OBa COXPAHUTH

CeTe

L9 BbI3bIBHaA NaHENs KoucheDx OrpauMyenHs BpeMen
Ej Keaptupb! 1aKCHMANbHOE BPEMA 103B0HA
9 CKYL

' nepeagpecauun sw‘|):‘l‘[]0(f;192.165.1.82 1;2:2
OononHUTeNbHO

o
e besonacHocTe ABTOBbI30B Nocne BBoAa N LMdp
¥

Cuctema

KoHcbepx: BkntoueHne/BbIKNHOYEHNE PYHKLMM BbI30Ba 3a4aHHOI0 HoMepa B CTpoke "Homep" npu HaxaTum
KHOMKWN KOHCbepXXa.

Homep: HanpaeeHne, Ha KOTopoe GyeT COBEpPLLATLCS BbI3OB MPY HAXATUM KHOMKU KOHChepXa.

Ecnmn doyHKUMS He BK/IOYEHa, BbI3OB KOHCbep)Ka NMPOMCXOANUT No BHYTPEHHeMY NpoToKosy. Ecnv B
cucTemMe ecTb MOHUTOPbI KOHCbEPXKA, BbI30B NMOCTYNUT HA OCHOBHOI MOHMTOP. EC/IM OH He OTBeYaer,
BbI30B ByAeT nocneoBaTesibHO NepexoAnTb Ha OCTaslbHble MOHUTOPbI B CUCTEME, EC/IN TAKOBbIe
nMeroTCs.

MakcumanbHoe BpeMsi f,03BOHA: BpeMeHHO MHTepBaUl, Mo NCTEUYEHMN KOTOPOTo NaHeslb aBTOMaTU4ecKu
3aBEPLUNT UCXOAALLMIA BbI3OB, €C/N HET OTBETA.

MakcumanbHoe pasroBopa: BpemeHHol MHTepPBa1, N0 UCTEYEHUI KOTOPOTrO NaHe b aBTOMaTUYECKN
3aBepLUMT UCXOASALLNIA pa3roBop.

ABTOBbI30B nocne BBoga N undp: PyHkUMs aBToMaTmyeckoro Habopa nocse Beoga Lmdp, ykasaHHbIX B
cTpoke "Kon-Bo undp".

Kon-Bo yudyp: Bbibop konmyecTsa Umdp, N0 HaOXXaTUM KOTOPbIX MPOM30AAET aBTOMATMYECKNIA BbI3OB C
naHenu.

4.4.3 HacTpoWikun ycTpoiicTea

KondhmryprposaHue yepes web nHtepdpeiic - 22
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HacTpoiku ycTpoicTea

1280x720 ~ 102

user 1234abcd

Pa3pelueHue Bugeo: BbiGop NpeanouMTaeMoro paspeLleHns BUaeo.
MNpodunb AaHHbIX RTP: Bbi6op npeanounTaemMoro npoguns AaHHbIX RTP.
YpoBeHb rPOMKOCTM: PerynMpoBka ypoBHS! TPOMKOCTY AVHaMVKa NaHenu.
RTSP nonb3oBaresb: JI0rvH A focTyna K RTSP NOToKy naHesnu.

RTSP naposnb: Maponb A5 goctyna k RTSP NoToKy naHenw.

DaTtunk npuénmkeHus: BkitoueHve/BbiktoueHne VK gatunka npubamkeHus, KoTopblii BKIOUaeT NofCcBETKY
KnaBuaTypbl Npy cpaéaTbiBaHuMm.

4.5 KBapTtupesbl

B aTtom meHKo 0To6pa>|<aeTcs=| CMNCOK KBapTup.

KBapTupa - normueckasi CyLHOCTb, NpeAHa3HaueHHas A1 NPUBSA3KM K Heil MAeHTU(MKATOPOB, KO0B
[locTyna u nepeagpecawuii.

%b&Slp = A OFFLINE

TnasHan

BAS-IP multi-apartment panel

Bbl3bi2HaR Nakens

<])

.
B KeapTpbl
M Ycnonbz08aTh TENEQOHKYH KHUTY
9 oy
2 Mepeappecaus
e JononHuTensHo
. KeapTupsl
o KypHansi
e BesonacHoCTh HOBAS KBAPTMPA
6 Cuctema

11141 11141 0 0 0
1-1-1-4 Prodavan Albertovich 7 0 0
1-1-1-5 Miroslav Close 7 0 0

1-11-7 Anna BopucosHa 7 ] 0

KondhmryprposaHue yepes web nHtepdpeiic - 23
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Ncnonb3oBatb TenedoHHYI0 KHUTY: BK/IIOUEHWE/BIK/TIOYEHUE UCTIONb30BaHWS TENEOHHON KHUM 1
BbI30Ba ee uepes [1aBHbIi skpaH®,

MapameTp CoXpaHsieTCs Npu pe3epBHOM KOMMPOBaHWK 1 cbGpacbiBaeTCs Npy yCTaHOBKE HACTPOEK Mo
yMO/TYaHu1o.

4.5.1 HoBas kBapTupa

Mocne HaxaTtusa Ha KHOMKy "HoBas kBapTupa" oTobpasmnTcs cnemyowmnin niTepderic:

Hoean keapTupa

3nakne Mapagroe
1

Keaptupa

1

HaasaHue KapTHpbl Kon-Bo xuTeneii
Keaptupa lNeTpoBbix 4

OTMEHA NOATBEPOWUTE

3paHue:

Homep 3paHusa
0001-9999

MapapgHoe:

Homep napagHoro
00-99

dtax:

Howmep ataxa
00-99

KBapTupa:

6 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
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Homep kBapTupbI
01-99
HasBaHue kBapTupbl: HazsaHue kBaptupbl. Hanpumep, "Ksaptupa Netposbix”.
KonunuectBO xutene: YCNoBHOE KONMUECTBO XUTesel, KOTOpble MPOXMBAOT B 3TOWN KBapTMpE.

Mocne HaxaTtusa Ha KHOMKy "MoaTBepAnTh" 0TObpa3nTCca cneayoulan Tabnmua:

@baslP <« = ®w 0

BAS-IP multi-apartment panel

9)

CeTb
KeapTtupbl
BoisbiBHanA naHenb

KBapTupsl B A KERADTAD

CKyL

G F -

MepeaapecaLua asganme KBapTMpD Kon-go xuened KonnuecTeo naeHTMGHKaTOPOB Kon-go konos aoctyna O/1-80 HOMEPOE Nepeanpecall DeicTenA

JonenkutencHo

[

KBapTupa UeaHosbix 1 0 ] Boikmayeno rd

BesonacHocTs

[

KeapTupa MNeTposbix 1 0 ] Boikmoveno r

e &

CucTrema
4

B Tabnuue ykasaHbl cregytolye cTon6ubl:
HasBaHue KBapTUpbI: HazsaHne KBapTMpbI.
KonunuecTBo XuTeneii: YCI0BHOE KOMMUYECTBO XWUTeneli B aTOl KBapTHpe.

KonunuectBo I/IAeHTI/I(bI/IKaTOPOB: KonunyecTtso I/I,D'EHTI/ICbI/IKaTOpOB, KOTOpbI€ BblaHbl AnA 3TOlA KBapTupe.

MaeHTndmKkaTopbl MOXHO Co3aBaTh B MeHio "CKY/", Bknaaka "MaeHTudmkaropbl ™.

KonuuecTBo KofoB gocTyna: KoiMyecTBoO KOZOB A0CTYNa, KOTOPbIE BblAaHbl A5 3TON KBApTUPBI.
KonuuecTBo nepeagpecauuii: KonmyecTBo nepeagpecaumii, HAaCTPOEHHbIX AJ1A 3TOIN KBApTUPBbI.

DelicTBus: PegaktupoBaHve 6o yaaneHue KBapTupsbl.

4.6 CKYQ

B 3TOM MeHI0 ycTaHaBnMBatoTCs 06LLUMe NapaMeTpbl YNpaB/eHNs CUCTEMOV KOHTPOIS AOCTyna, npasuna
[OCTyna U UAEHTUUKATOPDI.

7 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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D basIP

[ B )]

e $ &

TnaeHxan

BAS-IP multi-apartment panel

CeTb
OBLUME HACTPOMKM  WIEHTOMKATOPBI  MPABMAIA JIOCTYMA

YnpaeneHne gocTynom

123456

BoisbiBHanA naHenb
KBapTupsl

CKYL
Mepeagpecauus
JononKuTencHo .
BesonacHocTs WcnonbaosaTb 06LIMIA KOA OTKPbITHA 172734

Cucrema

YnpaeneHne saMmKkamu

4.6.1 O6LIMEe HACTPOWKM

MacTtep-kapTa: Homep macTtep-kapTbl.

Ncnonb3oBaTtb 06LMiE KOA, OTKPbITUSA: BK/IlOUYEHNe/BbIK/IIOYEHNE NCNOMb30BaHMs 06LLEro koga ais
OTKPbITUSA 3aMKa.

06w Koa OTKPbITUA: BBOAVMbI Ha KnaBuaType naHenu Kog, 47181 OTKPbITUA 3amKa.

Mpu ncnonb3oBaHMU MOAYNS yNpaBieHnUs AByMS 3aMkamu SH-42, Mpy BBoAE 06LLEero koga oTKpbITUS
Ha naHenu, byayT OTKpbIBaTbCA 06a 3amka.

Perncrtpauus kapt uepe3 WEB nHtepdeiic:

Beegute B none «<Mactep - kapta» undpy 0 U HOKMUTE KHOMKY «[MPUMEHNUTb».

[Janee nogHecute Heobxo4oMMYI0 0N perncTpaLmn mactep-kapTty K 06/1acTu cumTbiBaTens naHenu -
oTo6pasnTCcA TeKCToBOE yBegoMeHre "Knou agmuHa" 1 npo3syumnT curdan «<bUM» , KoTopsbiii
03HayaeT, YTo MacTep - KapTa YCneLlHo 3aperncTpmpoBaHa.

Mocne 3aToro K 06/1aCTV CYUTLIBATENA NAHENN NOAHOCUTE NO oYepeau KapTbl Nonb3oBaTeneil.
Mocne kaxaol kapTbl Nonb3oBaTens byaet 3Byyarb curHan «BUMM», KOTopbIl 03HAYaET yCcneLuHyo
perucTpaumio NogHeceHHol kapTol. Takke Ha Aucniee naHenn otobpasuntcs, 4To gobasneHa HoBas
KapTa.

Bpemsa mexay Aob6aBrieHUEM KapT He A0/HKHO NpeBbIlaTh 10 CeKyHA,

4.6.2 YnpaBneHue 3aMKamMu
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D basIP

TnaeHxan
yl'lpanIEHV‘IE 3aMKaMu

Cets

a)

Bbi3biBHaA NaHenb IaMok #1
KeapTupsi Bpems OTKpBITMA 3aMKa(cex 3agiepiKa Nepep oTKPBITHeM(CeK

CKYA

a QB -

Mepeappecauus JaMok #2

J[lenonHUTENEHO BpemA OTKPLITMA 3aMKa(Cex I30EPHKKa NEPER OTKDLITHEM|CEK

BesonacHocTb

e & &

CucTema

OTKpbITE 3aMOK

3amok #1, 3aMOK #2

Bpemsi OTKpbITUS 3aMKa (CeK): Bpems, Ha koTopoe GyayT 3aMKHYTbI U PAa30MKHYTbI KOHTaKThI pesne
naHenm.

3agepxKa nepepg, oTKpbITUEM: Bpemsi, 0 CTeUEeHUM KOTOPOro NPOM30ieT 3amblKaHne Uin pasmbikaHue
KOHTAKTOB pefie naHenu (3aepxka A0 OTKPbITUS).

4.6.3 OTKpbITb 3aMOK

3amok #1, 3aMOK #2

OTKpbITb 3aMOK: PYHKLMS OTKPbITUS BbIGpaHHOTO 3aMka U3 WEB nHTepdieiica naHenw.

4.6.4 [ONONHUTENbHbIE HACTPOIKM

JononHuTensHble HaCTpOﬁKM

Howmep ataxa (ynpaBneHne nudtom): Homep ataxa, Ha KOTOPOM YCTaHOB/IEHA BbI3bIBHAsA NaHesb A1
ngeHTudvKaumm mogynem nudta. PyHkums pabotaeT npyu UCNoMb30BaHUN COOTBETCTBYIOLLLETO MOAY A
ynpasneHns nnTom.

PeXum oxpaHbl MOHUTOpa: OTK/IOYEHNE CUTHAIN3ALMN HA BHYTPEHHEM MOHUTOPE NPy NOLHECEHWM KapThl,
KOoTOpasi NpuBsi3aHa K JIOrM4eckoMy afpecy 3Toro MOHUTOPA.
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4.6.5 CepBepHOe ynpas/ieHne A0CTyrNoM

CepeepHOe ynpasieHne 4OCTYNOM

BknroueHo: Bk/itoueHne/BbIKKOYEHNE pexnma pa6OTbI naHesnn, npn KOTOpoM KapTbl AoCTyna n
I/IAEHTI/I(*)I/IKaTOpr He XpPaHATCA B MNaMATU naHenn n npu nogHeCeHun TakoBOM K cynTbiBaTesto, NaHes1b 6y,ﬂ,ET
oTnpaBATb 3anpocC Ha CepPBEP N OXNAaTb OTBET - AaBaTb AOCTYN WU/IN HET.

Mcnonb3oBaTb NO/Ib30BaTe/1bCKUN cepsBep: BknoyeHne/BbIK/IlOYEHNE UCMO/Ib30BaHNA
Nno/1b30BaTE/IbCKOIo cepBepa A4/14 ynpas/ieHUA NnaHesnbio.

MNonb3oBaTenbLCKuii cepeep: Agpec Nosib30BaTe/bCKOro cepeepa.

4.6.6 VgeHTudomkaTopsl

B faHHOM MeHI0 oTo6paxaeTcst Tabnuua naeHTMdMKaTopoB 1 KOAOB A0CTyNa, 4O6aBNEHHbIX B NaMSiTh
BbI3bIBHOI NaHenu.

@®baslP <« = ®w 0

nasHas

BAS-IP multi-apartment panel

.))

CeTb

OBLLVE HACTPOMKM  UOEHTUOUKATOPBI MPABWUJTA [OCTYMNA
BbI3biBHAs NaHesb

KBapTupb! HOBbIN UOEHTUGUKATOP

Q #

cKya

Mepeaapecauys O KeapTupa U0 Bragensiia Tun Bnagenbiia Tun aeHTUMKaTOpa Homep uaeHTudKaTopa Orpanuuenue cpoka aei

L I

Hononurensto D 1-1-1-1 Tecroswiid Bnagenew inputCode 12345678 BeckoHeuHo
Bnaseney

&

BesonacHocTb

3anuceit Ha cTpaHmLe 20 v 1-1 0f 1
i Cuctema

4.6.6.1 HoBbI aeHTUdMKaTOP

Mocne HaxaTtus Ha KHOMKy "HoBbIl naeHTUdMKaTop" 0TobpasnTcst CneayrLmii nHTepaelic:
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HoBbin naeHTudMKaTop

Homep KBapTpb!
1-1-1-1(TecToBas KBapTUpa)

1O enapensua Tun enagensua
TecToBas kBapTupa Bnapeney

Tun naeHTudmKaTopa Kop poctyna

Kogp poctyna v 123

Mpasuna Aoctyna

[J Orpanunuenme cpoka aeiicTeus

O opanuuenme kon-go npoxopos

Bamok #
Bce

OTMEHA NoATBEPOUTL

Homep kBapTupbI: BbiGOP KBApTUPbI 13 CYLLECTBYHOLLErO CNMCKa KBapTup.
PUNO Bnagenbua: [laHHble 0 BNagenble ngeHtudukaropa.
Tun Bnagensua: Boibop Tvna sBnagensua ngeHtudmkaropa. JoctynHbl Tunel "Bnageney" n "lMoctb".

Tun ngeHTtudmkaropa: Boibop Tvna ngeHtudmkaropa.

Tunbl NAEHTUPNKATOPOB:
JocTynHbl 3 TMna naeHTUUKaTopos:

+ Kapta - EM-Marin unu Mifare kapta. B cocegHee none "Homep ngeHtndmkaropa" Heobxoammo
BBECTU HOMEP UAeHTUdMKaTopa B AeCATUUHOM hopmare, 6e3 3ansaTbix. 3a4acTyto Kof, KapTbl
yKa3aH Ha camoli kapTe n1bo B eCATUYHOM NGO B LUECTHaALATMPUYHOM hopmMaTe.
KasibKynisiTop nepeBofa 13 pas/inuHbIX CUCTEM CUACIIEHNS AOCTYNEH Mo cobinike®,

+ UKEY - UKEY ngeHtudomkarop. B cocegHee none "Homep ngeHtucdmkaropa" Heobxoammo
BBECTU HOMEP uaeHTudMKaTopa B AeCATUYHOM hopmare.

« Kopg pocTtyna - Kof 414 BBOAa Ha KnaBuaType naHenu. B cocegHee none "Kog gocrtyna”
Heo6xoANMO BECTU LMPOBOI KO A/IMHOW He 6onee 30 CUMBOJOB.

MpaBuno goctyna: Bbibop npaswia goctyna U3 CyLLecTBYOLWEro Cnucka npasus.
OrpaHu4yeHne cpoka geiicteus: OrpaHmyeHve cpoka AeincTBns naeHTudurkaropa B0 BpEMeHN.
OrpaHuyeHue Kon-Ba Npoxofos: OrpaHMyeHne KonnyecTsa NPoxXo40B AN naeHTnudmnkaTopa.

3amok #: BbI6op OTKpbIBAEMOTO 3aMKa.

4.6.7 MNpaBwna gocTyna

B AaHHOM MEHI0 yCTaHaB/IMBAOTCS NpaBwa [0CTyna, CoracHo KOTopbIM 6yAeT onpeaensiTbCa ypoBeHb
[l0CTyNa pas/IMyHbIX N0Mb30BATENEN N UX UAEHTUGNKATOPOB.

8 https://www.binaryhexconverter.com/hex-to-decimal-converter
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TnaeHxan

BAS-IP multi-apartment panel

= CeTo
OBLLWE HACTPOMKHK WAEHTUOWKATOPHI
. Bbi3bIBHAA NaHeNb
B oo HOBOE MPABHJIC
9 cwa
+ | . -
w2 Mepeagpecaums O Home o -
* [lononKKTenbHO —_
. E TecTozoe npasuno 2019-01-22
s, BesonacocTs
"] CucTema

4.6.7.1 HoBoe npaswuio

MPABUNA IOCTYNA

2019-01-23

Mocne HaxxaTnsa Ha KHonky "HoBoe npasuno" oTobpasnTcs cneayowmii nHTepgeic:

M3MeHuTb Npaenno goctyna

Becb geHb

5 2019-01-22 %) 2019-01-23
ExerogHo -

beckoHeyHo -

HasBaHue: HasBaHue npaBua.

OTMEHA NMOOTBERPOWUTL

Becb geHb: BkntoueHne/BbIKIOYEHNE YKa3saHna BpeMEHHOIo nMHTepBasia AGMCTBMH npasuia B CyTKW.
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OEencTBnst AaHHOTO npasuna.

OTMEHA MNOATBEPONTL

Ecnun beHKLLMFI BbIK/1TKOYEHA, NM0Jib30BaTes/ib UMeeT BO3MOXXHOCTb 3aaTb BpeMeHHOIZ NHTEpBaUl

Hauano - KoHew;: Bbi6op nHTEpBaia AeliCTBMA AaHHOIO npasuna.

AHeapb 2019 .

6 7
13 14

20

7

OTMEHA

MoBTOpATL: YKasaHue AnMTeNbHOCTV NOBTOPOB AA@HHOI0 NpaBua.
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HazeaHue

TecToBOE Npaeuno
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Bechb fieHb

Kaxable 2 Hegenu
ExemecauHo

ExerogHo

I HacTpouTb

Hawano Koxeu
[ 2019-01-22 5 2019-01-23
ExenHeBHo
ExeHenenbHo

OTMEHA MNOOTBERONTL

v_

[ANUTeNnbHOCTL NOBTOPOB: BbI6GOP KO/IMYecTBa NOBTOPEHUIA JaHHOTO Npasuna.

MN3ameHuTb npaeuno focrtyna

Ha3sanue

TecToBOE NPaBuIo

Becb fieHb

Havano Koneu
(3 2019-01-22 (3 2019-01-23
MoeTOpATHL
MoeTopATE
ExerogHo

JNuTensHOCTL NOBTOPOR

beckoHeyHo

o

OTMEHA MOATBEROWTE

Mpu BbIGOPE NapameTpa "BeckoHevHo" NpaBuio ByAeT AeicTBoBaTh Beeraa. Mpu Beibope napametpa "[o",
MOXHO 3a4aTb KOHEYHYIO AaTy AelCTBUSA AaHHOro npaBua.
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4.7 lNepeaapecaunsa

[JaHHbIil pa3gen ncnons3yetcs AN NOAMEHbI HOMEPOB CPeACTBaMU NaHEeNN NPu BbI30BaX, MOCTYNALWMX Ha
BHYTPEHHWNE MOHUTOPbI, KOTAA MOHUTOPA HET WM OH OTKJIHOYEH, TG0 Ha N60oI 3agaHHbIA SIP-Homep.

Tnaswan

BAS-IP multi-apartment panel

R HacTpoiikn nepeagpecauum

Keaprupsl

9)

~
1

Bce Bmecte -

Q

ckva

Mepeagpecauna

&4 a

RononsuTenso

Ouepean nepeagpecayum

XypHansi

BesonacHocTs HOBAS MEPEATIPECALIA

e § O

Cucrema

O

Sip:11268@sip.bas-ip.com ’

-

m}

5ip2726@sip bas-ip.com /@

4.7.1 HacTporiku nepeagpecaymnm

Pexum: BbiGop pexvima nepeagpecauum. Bee cpasy - BbI30B GyAeT COBEpLIATLCS Ha BCe HoMepa
0fiHOBPEMEHHO. Mo o4epeam - BbI30B ByAET COBEPLUATLCS MOC/IEL0BATE/IbHO C MHTEPBA/IOM B 20 CEKYHA,

4.7.2 HoBas nepeagpecayus

Mocne HaxaTtusa Ha KHOMKy "HoBasi nepeagpecauus” oTobpasnTcs cneayowmii nitepderic:
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cip1@192.168.1.99 B
;|p_225:5@_5|;_3b35|pc0m 0
[I0EABUTE
OTMEHA MOATBERPOUTE

Homep kBapTupbl: Homep, HabrpaeMblil Ha KnaBmaType naHenu.

Homep nepeagpecauun: HanpasneHve, Ha KOTOpoe OyAeT COBepLIATbCA BbI30B NpY BBOAE
COOTBETCTBYIOLLETO HOMEpPA Ha KnaBuaType naHenun. MoXeT 6bITb NCMONb30BaHO Kak A1 3BOHKOB
BHYTpW ceTu no P2P, Tak 1 Ana no npotokony SIP

dopmart 3anucu gs1s Bbi3oBa BHYTPU ceTun
sip:1@192.168.1.99, rae 1 - XefaeMblil 4711 0TO6paXeHus y Bbi3biIBAEMOro Homep, 192.168.1.99 - |P-
aapec BbI3bIBaeMOro SIP k/iMeHTa (B criydae 1cnosib3oBaHms cogpTdhoHa - IP-agpec ycTpoiicTBa, Ha

KOTOPOM YCTaHOB/IEH COPTCOH).
BbI30B Ha TPy6Ky SP-02:

sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3bIBAEMOW TPYOKN.

dopmar sanucu Ans BbI3oBa Mo nNporokosny SIP
sip:2255@sip.bas-ip.com, rae 2255 - SIP HOMep BbI3bIBAEMOIO YCTPOICTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak I[P agpecoM Tak 1 JOMEHHbIM UMEHEM.
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4.8 [lononHUTENbLHO

@baslP <« = e o

rrsses BAS-IP multi-apartment panel

HacTpoiika o6bABNEHNA
Bbi2biBRaA NaKeno

9)

.
B KBapTupsl
% cwa
A4 Nepeagpecauma Brniouero
&  Doronwwrensko
http://google.com
e BesonacHocTe
c anma!
v ncrema o

4.8.1 HacTpoliku 06bsiBneHus

BkntoueHo: BknoueHne/BbIKIOUEHNE pexrma nokasa peknambl (HTTP-cTpaHuubl 6o RTSP-noToka) B
pexume oxungaHus.

URL: URL oToGpaxxaemoii HTTP-cTpaHuupl nnn RTSP-noToka.

TavimayT: TalimayT nokasa peknambi (10 - 300 MUHYT).

4.8.2 Cnunucok RTSP notokos

®YHKUMSA NpocMOTpa AONOMHUTENBHBIX IP-KaMep BO BPEMS BbI30Ba (10 4 NOTOKOB). ®YHKLUUA [OCTYMNHA A/1s
MOHWTOPOB v4 1 MI06bIX APYruX SIP YCTPOICTB C KnaBmaTypoi.

@ basIP
fresen Cnncok RTSP noTokoe R
= CeTs
Beero: 3
. BbizblEHaR NaHenb
DOBABUTE ¥OANUTE BCE
B Keapupsi
/] cKya rtsp://admin:123456@192.168.1.75:8554/ YOANUTD
L84 Mepeagpecauus R
o [1onONHKTENBHO rtsp://admin:123456@192.168.1.76:8554/ YOANUTE
e BesonacHoCTb -
¥ cvorems rtsp://admin:123456@192.168.1.77:8554/ YOANUTL
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Mopckaska:

Bo BpeMs Bbi30Ba BO3MOXHO MNepeknoyarbCa Mexay rnotokamy Haxatuem Knasuwl ot 1 40 5 B MEeHI0
MOHUTOpa. Knaeuwa "1" cooTBETCTBYET NOTOKY KaMepbl BbI3bIBHOWM NaHenu, knasvwm ot "'2" go "s"
- AONO/THMTENBHO A06GaBNEHHbIM NOTOKaM (Mepegava ocyLLecTBAsSeTCs nocpeacTsom DTMF
RFC2833).

URL: Agpec RTSP-noToka, oToGpaxxaemMoro npu BbI30OBe.

Mpumep:
rtsp://admin:123@192.168.1.189:8554/ch01

4.8.3 lNlonb3oBaTtesnibckme yBeaoM/1eHNA

OKHO 4/151 pefakTUpoBaHNsA Nosb30BaTeNIbCKUX YBEAOMIEHUIA NpY pa3nyHbIX AeACTBUSX. Bo Bpems
aKTMBaLMM pas3inyHbIX TPUITEPOB Bbi3blIBHAA NaHeNb 0TOOpaXaeT Ha Aucrsiee TeKCT U MPourpbiBaeT
3BYKOBOE c006LeHNe. B faHHOM MEHI0 TEKCT U 3BYKOBOW chaiin ANs KaXA0ro AelCTBMSA MOXHO N3MEHUTb Ha
nonb3oBarenbekme. Takke AOCTYMHa BOSMOXHOCTb M3MEHEHUS TEKCTA, OTOBPaXKAaeMOro Ha rf1aBHOM aKpaHe.

G Q9 B oC o

- 9 %

Megnan [Tone3oBaTensckue yeeaoMNeHua

Ceto

Bol3bIEHER NEHEND TNpu HaXXETMKM KNABWLL NBHENW Mpu KNB

Keapupsi —
cKy[l

Mepeaapecauns

[lenonHnTensHo

BezonacHocTe

Cuerema TpH OTKDLITHM 3aMKa TpH EO3HUKHOBEHHM OLUHGKH

BK/IOUEHO BrnioueH

[No6po noxanosatb! OwnbKa

U Roland-Jv-2080-101-Bass-C2.wav i ! [ Roland-Jv-2080-101-Bass-C2.wav

Mpw upeseblyatHOR CHTYaLMK

Mpu HaXXaTUK KNaBuULL NaHesnn: 3ByK Npu HaxxaTum KnasuLl nNaHesnu.

TeKcT coobueHns: TeKCT, 0oToBpaxaeMblii Ha r1aBHOM 3KpaHe naHesnn. B 3To nosie MOXHO BECTH,
HanprMep, HOMepP KOHCbepPXa AN CBA3W NGO Ha3BaHME XMIO0ro KoMMsekca.
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Brizor: Keaptupa+#

KoHcbepx: 0000+4#

OTKpbITh: #+Mapono+#

OTMeHa: HasmuTe *

OTMEHA NOATBEPONTL

Mpu OTKPbLITUN 3amMKa: 3BYK U TEKCTOBOE CO0O6LLEeHNe "006po noxanoBatb" Npu NoCTYMN/IEHUN Ha NaHesb
CUrHana 06 oTKpbITUM 3amKa.

Mpwu upe3BbIvaiHOW cuTyauun: 3ByK 1 TEKCTOBOE yBeAOM/IEHNE "TpeBora!" npy NnepeknioyeHnn NnaHenu B
pPEeXMM Ype3BblyaiHoli cuTyauun. MepeknoyeHme NponucxoamT NporpammMHo Yepes BAS-IP Link nn6o yepes
cTopoHHee MO cpeacteamu API.

B pexume l-1[Z)e3BI:Il—IaI7IHOI‘/JI cuTyauunn Takxe OTKpbIBalOTCA 3aMKW, NOAK/TIOYEHHbIE K MaHeIn.

Mpwu KNB: 3ByKk 1 TeKCTOBOE yBeAoM/IeHUe "BbI3oB" nNpy ncxogsLlem BbI30Be, Nocne Habopa HoMmepa 1 10
OTBETA Ha BbI30B APYroli CTOPOHOIA.

Mpy BO3SHMKHOBEHUM OLLINGKN: 3BYK 1 TEKCTOBOE yBeOMeHMe "OWwn6Ka" npy BBoaE
He3aperncTprpoBaHHOro HoMepa aboHeHTa, Kofa OTKPbITUA 3amMKa U NOAHECEHUW He3aperMcTpUpoBaHHOTO
naeHTndprkaTopa.

Ecnu kakast nn6o 13 YHKLWMIA BbIKOYEHA - BYAET UCMOMb30BATLCS CTAHAAPTHbIA 3BYK U
CTaHAapTHOE TEKCTOBOE COOGLLEHME.

4.9 >XypHasibl

MeHto, B KOTOPOM 0To6pa>|<a+0Tc;| BCe CO6bITVIF|, KOTOpPbIE NMponcxoansin B naHesnn.
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Fnaexan 2
BAS-IP multi-apartment panel
= Cets
KypHan
te Bri36IBHEA NaHENs
Ksaptupsi
& o ~ DUIILTPbI
9 cKyq,
. it e

2 Mepeagpecauua
2019-02-21 - - - N -

o [ —— lassis CueTema Cpeanuit Bxog B Be6-nHTEpHEAC Coeeplue yenewHsii axog (admin) 8 se6 uHTepheic
2019-02-21

‘D HypHane 134640 Cucrema Cpeatvn Bxog B sef-uHTepenc Coeepluet ycrewHbii Bxoa (admin) 8 se6 uHTephenc

< BesonacHocTs 2019-02-21 1 o ; . ; Wenonsaosan HesanuaHbii naeHTukatop 8098544,

ocTyn bICOKMIT eBaNMaHLIN ABHTUDUKETO

13:43.42 v . A b P enageney satanat6é

i Cucrema 2019.02.21
;3 o ﬂiai Doctyn BbicoKMit HEWIBECTHBIA MAEHTHDMKATOD MCNoNb3osaK HEMIBECTHbIA MASKTHDUKATOD 8098545
2019-02-21
134201 Doctyn Boicokui HewnszeecTHbl ngenTuguxatop Wcnonsaoean Hew3eecTHoIA ngeHTnguxaTop 8098545
2019-02-21
T3area Hoctyn Bbicokuit HenssecTHii nenTndmkaTop Venonsaosan HewasecTHbIA nAeHTHgMKaTOp 8008545
2019-02-21
a1 Doctyn BbiCOKMit HeuaBecTHsIA MIEHTHDUKETOD MCNoNb30BaH HEM3BECTHBIN MASHTUDUKATOD 2098545
2019-02-21
124136 Doctyn Bbicokuit HewnssecTHblA uaesTUdukaTop WcnonbaoeaH HeW3BECTHbIA nAeHTHDUKaTOp 8098545
2019-02-21 o ¢ _ [.ocTyn pa3peleH yaanéHHbim o ]

ocTyn eaHmi ITKRLIT 3aMOK 1 YAaNEHHEIM CEpBEpOM

13:41:16 v pea cepeepom P = pesp

4.10 be3onacHoOCTb

B AaHHOM MEHIO MOXHO U3MEHUTb naposib agMMHUCTPaTopa n MeHemxepa.

@basIP

Tnaexan

BAS-IP multi-apartment panel

9)

Cems

lepaBneHMe naponamu
BobizbigHan naHens

KeapTupsi A5 nONB30BATENA
Administrator -
CKYL,

G QB

Mepeagpecauys

[ONONHITENBHO

BezonacHocTe FOBbIN OATBEPAUTD

Cucrema

e &

AAMUHUCTPATOP - UMEET MOJIHbI AOCTYN KO BCEM HACTPOiKam naHesnu.

MeHepKep - UMEET AOCTYN K HACTPOKaM naHesnin, Ho emMy OrpaHuyeH AocTyn Kk meHo CKY/]. O6bI4HO gocTyn
K JaHHOMY aKKayHTYy MpeAoCTaBASeTCs MOHTaXHbIM OpraHvM3aunsM A5 yCTaHOBKM U HACTPOWMKN CUCTEMBI.

MeHemkep MOXeT MEHSITb TO/ILKO Naposib MEHEMKEpA.
AIMUHUCTPATOP MOXET MEHSTbL Napo/ib MeEHeMkKepa U Naposib afMUHMUCTpaTopa.

Crapblii naponb: Mone A5 BBOAA TEKYLLEro Naposnsi.

3HauyeHue no ymonyaHuio:
Mo ymonuaHuio naposb agmMmuHucTparopa - 123456.
Mo ymonuaHuio naposib MmeHexepa - 1234.
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HoBblii naponb: None gns BBoga HOBOro Naponsi.

MNoaTBepauTh: MNone ana NoATBEPXAEHUS] HOBOTO Naponsi.

4.11 Cuctema

B faHHOM MEHI0 OCYLLIECTB/IAETCA Pe3epBHOE KOMMPOBAaHWE N BOCCTAHOB/IEHME HACTPOEK NaHenu,
o6HoBNeHue MO, cMeHa A3blka U NporpaMmHas nepesarpyska.

i®baslP < = ERROR e 0

BAS-IP multi-apartment panel

.])

CeTo

HacTponku
Bbi3biBHan NaHens
KBapTupbl B AL A ML LA AT e

cKyd
) BuiBepure dain BOCCTAHOBUTH

Mepeagpecauys

G B

OononHUTENbHO

BesonacHocTb

CucTema

-« §
E

4.11.1 HacTtpoiku

Bbi6epute chavin: Boibop halina koHdurypaumm naHenn us daiinioson cuctemsl MK.

YCTaHOBUTb HAaCTPOWKM NO yMoMYaHUKo: CH6poc BCeX HACTPOEK BbI3bIBHOW NaHeNu K 3aBOACKUM
yCTaHOBKaM.

CoxpaHuUTb BCe HacTpoWiKn: CoxpaHeHve 1 SKCNOpPT KOHGMIypaunoHHbIx thaiinos.

KondhmryprposaHue yepes web nitepdpeiic - 39



AA-07 - AA-07

@baslP <« = ®w 0

9)

[ I

o

(6]

e &

maeHas -
A3bIK yCTpoOWCTBRA

CeTo

Boi2biERan Naxen e
Russian

KaapTupsbl
cKyn
Mepeapecaunn 06HoBNeHKe M0

JIONOAHUTENBHO

Xyprano!

BezonacHocTe

Cuctema

4.11.2 DKCNOPT/MMMNOPT AAHHbIX

ERROR

COXPAHWUTb BCE HACTPONKW

COXPAHWUTb

.])

(SR < BRFR < BN e

- &

IMnopT AaHHbIX: BIGOP haiinia faHHbIX /151 UMMNopTa HACTPOEK B NaHeslb.

rnaeHan

CeTb

Beisbiaan nanens 3KCMOPT/MMNOPT aHHbIX
KBapTupbl

cKyd

Mepeaapecauus U BeiGepute dain

OononHuTenbHO

Hypransi 3KCMOPT OaHHBIX

BesonacHocTs
CKAYATb

Cucrema
A3bIK yCTpoiicTBa

Russian

COXPAHUTH

Mpy mnopTe AaHHbIX B NaHeslb BCce AaHHble B Tabnuuax "Keaptupel", "lMepeagpecauyma”,
"NpeHTtudukartops!" 1 "Mpasuna goctyna" 6yayT yaaneHbl 1 3aMeHeHbl HOBbIMU JaHHbIMU 6e3

BO3MOXXHOCTW BOCCTAHOB/IEHUA CTapbIX AaHHbIX.

9KCI'IOpT AaHHbIX: 9KCI'IOpT AaHHbIX N3 NaHeNn.

KoHdhmryprposaHue yepes web nHtepdeiic - 40



AA-07 - AA-07

Mpun 3KcnopTe AaHHbIX CO3[aeTCA 3aLUULLEHHbIA ZIP-apX1B, KOTOPbIA COAEPXMUT B cebe AaHHbIe
Tabnuy "KeapTtupsb!", "iaeHtudmkatopsl!", "Mpasuna goctyna", "Mepeagpecayusn".

4.11.3 $A3bIK yCTpOIiCcTBA

Bb160p sA3blka ycTpoiicTBa.

4.11.4 O6HoBneHue MO

Ncnonb3oBaTb NOMb30BaTe/1bCKUN cepsBep: BknroyeHne/BbIK/IlOYEHNE UCMO/1b30BaHNA
Nnosib30BaTe/IbCKOro cepBepa 06HOBAEHMIA. VICNOAb3YyEeTCS B 3aKPbIThbIX CETSAX AOMOMOHUN.

Monb3oBaTenbCckuii cepsep: Mone BBoaa IP-agpeca nnv goMeHa nosib3oBaTe/lbCKoro cepeepa
06GHOBIEHWUIA.

Bbi6epuTe chaiin: Boibop dhaiina o6HoBneHus MO u3 dainosoii cuctemsl MK. Mocne Bbibopa gaina
HeobX0AMMO HaxaTb Ha KHomnky "O6HoBUTL 0",

MNpoBepuTbL 06HOBNEHME: [poBEepKa Ha/IMunsi 06HoBNeHUs MO Ha cepBepe BAS-IP 60 nonb30BaTe/1bCKoM

cepsepe.

OGHoBuUTHL MO: Hauatb o6HOBNEHKE MO.

BAXXHO:
Mepep kaxabiM 06HOBNEHNEM MO Heo6X0AMMO CO3/jaBaTh PE3EPBHYH0 KOMUI0 HACTPOEK NaHesu.

OCc06GeHHOCTU 0GOHOB/IEHUSI CUCTEMbI:
Mpu 06HOBNEHUN cUCTEMBI Yepe3 WEB nnu rpachmyeckuii MHTepgheiic aBToMaTyeckn co3naeTcs
pes3epBHasi KOMUsi BCEX NPUIOKEHUIA YCTAHOB/IEHHbIX HA BbI3bIBHOM MaHENV, a TAKKE COXPaHSTCS

BCE KOHhMrypauuoHHble doaiisnbl. Mpu Kaxxaom nocrieaytollem 06HOBNEHUM dhaiin pe3epBHO Konum

GyneT nepesanucaH.
CucteMa co34a€eT pe3epBHYH0 KOMUIO BCEX HACTPOEK NaHesn, Naposiu, Nosib30BaTe/lbCkue
yBeLOMJIEHUS], HACTPOIiKM SIP, HACTPOIiKM 3aMKOB, HACTPOKY CETW, pexurMa paboTbl NaHe .

4.11.5 lNepe3arpyska

Mepesarpyka

MEPE3AIPY3UTb YCTPOUCTBO

Mepesarpyska: NporpammHas nepesarpyska Bbi3bIBHOI NaHesnu.
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5 YcTaHOoBKa 1 nogknyeHue

Ha ,Cl,aHHO|7| CTpaHunue onmcaH npouecc yCtaHOBKU 1 NOAK/THOYEHUA BbI3bIBHOI NaHesu.

« poBepka KOMM/IEKTHOCTM NPOAYKTA(see page 42)

. 3]'IeKTp|/I‘-IeCK06 MNOAK/TIOYEHWME (see page 42)

o MexaHN4YecKnin MOHTaXK(see page 48)

« oaxnoUeHne AoMNoNMHUTENbHbIX MOYNE(see page 48)

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepepn yCTaHOBKOV BbI3bIBHOW NaHe M 0653aTe/IbHO HY)XXHO NPOBEPUTL €€ KOMMEKTHOCTb U HAJTMUMeE BCEX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOW NaHenm BXO4WUT:

BbI3blBHAS NaHe b 1wr
KpoHLWTEH 415 BPE3HOI YCTAHOBKM 1wr
WHCTpyKUWs No ycTaHoBKe 1wT

KomneKT NpoBOA0B C KOHHEKTOpaMu A5 NOAKMIOUEHUA NUTaHWs, 3aMKa 1 4on. moayneid. 1wt
KoMNnekT 3arnyLiek ans coeuHeHnii 1wT

YCTaHOBOYHbIE BUHTbLI C KHOYOM lwr

5.2 2SnekTpuyeckoe nogkKyeHue

Mocne npoBepKn KOMMIEKTHOCTU yCTpOMCTBa MOXHO nepexoanTb K NOAK/THYEHUIO.

[ns nogkntoueHnsa noHagobuTcs:
« Kab6enb Ethernet UTP cat5 nnu Bbille, NOAK/THYEHHbIA K CETEBOMY KOMMYTAaTOpy/MapLupyTM3aTopy.
PekomeHpauuu no anuvHe kadens

MakcuMasibHasa anmHa cermeHTta kabens UTP CAT5 He fosmkHa npesbiwatb 100 MeTPOoB,
cornacHo ctaHaapra IEEE 802.3°,

« Bnok nutaHusa Ha +12 Bonbt, 2 AmMnepa.

« [omkHbl 6bITb NOABEAEHbI MPOBOAA 415 NOAK/OUEHNA 3aMKa U AONOSTHUTENbHBLIX MOAY el
(onumoHasbHo).

K BbI3bIBHOI NaHeIM MOXHO NOAK/THOUMTL NOGLIE 3/1EKTPOMEXaHNYECKME NGO 3NEKTPOMarHUTHbIe
3aMKM Y KOTOPbIX KOMMYTMPYEMbIIA TOK HE MPeBbILLIAET 5 AMnep.

Hwxe npencTtasneHbl TUNOBbLIE CXeMbl NOAK/IHYEHUA BCEX 3/IEMEHTOB K BbI3bIBHOI NaHesu:

9 https://habr.com/post/208202/
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1. Cxema nofK/I4eHUs 3/1EKTPOMEXaHNYECKOro 3aMKa C UCMOo/b30BaHNEM 6/10ka 6ecnepeboiHoro
nutaHusa UPS-DP/S.

Brnok 6ecnepetoiHoro nutadua UPS-DP/S
:9%3i2 I I
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:| D %3 §3 23
3aMoK Hg i £ x w
el i - 23
O e o, o W b - 5
égg I =] I [8) iy 5!
L
o I n
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# .
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JlokanbHas 1 2 3 1 2 3 4 5
CeTb +12B |GND|Lock HO|HO|MNK |[M.K |H.3
MuTaHmne KOHTaKTbl pene
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GNDU85+H485-
- L @ ®—
KH. Beixoga/OdaTuuk OB.

1 2 3 4
Bbix.|GND|O.ex.|0.0B.

: TrrTrT ,

— @ @ *—0—

(0] X
”5‘ = = s Moaynb ynpaBneHus
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k: = o g OBYMS 3aMKaMU
SH-42
KHonMnka JaTumk (ONUMOHANBHO)
BbIXOOa osepu
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2. Cxema NOAK/TINYEHUA INEKTPOMEXaHNYECKOro 3aMka C NUCMNoJ/ib30BaHNEM BHELLIHETO UCTOYHUKaA
nnTaHna ona 3amMmka.

Bnok 6ecnepebonHoro nutaHmna UPS-DP/S

93z I T
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z HH L [ —
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3. Cxema noAktoyeHns 3N1eKTPOMarHMTHOrO 3aMka ¢ UCMosib30BaHNeEM 6/10Ka 6ecr|epe60|7|Horo nnTaHna
UPS-DP/S.
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4. Cxema NOAK/TNYEHUA I3NEKTPOMAarHMTHOrO 3amMkKa C UCnosib30BaHNEM BHELLHETO 6n0Ka nuTaHus.

—
oiime 2N we[Z) [@]ow O
adjustment N.O. @ | Contact
More Switching Fire alarm 2V S,
creaee 0 2.Ground | ()
normally closed U
3. Lock A
Ay
O 4.COM @ \
- 5.N.C/N.O. EB
@_9_@ 6. Unused. @
+12v Exit Output
button e?ei?rrl)nr:gchamcal lock +
O {2
Ve I
—@ E
Local Area 1 2 3 1 “ 3 4 S
Network +12V|GND|Lock NO | NO [COM|ICOM|NC
Power Relay contacts
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5V |GND| DO | D1 +12V|GND@485+485-
—@® @ *—O@—
Exit button/door sensor
1 2 3 4
Ext. [IGND|GND| DS
\ 17 )
—— 00 O
c ~
o O
£ 2112 2
a 6| |6 &
— 5 SH-42
Xi 0or sensor :
optional
button (op )
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5.3 MexaHunyeckmnin MoOHTax

Mepes MOHTaXKOM BbI3bIBHOV MaHe I Hy)XXHO NpeaycMoTpPeTb OTBEPCTUE UM YINy6reHue B CTEHE C
pasmepamu 141x351x61 MM (A/151 BPE3HOrO MOHTaXa) MaGapuTHble pasmepbl KPOHLITEHA (MOHTAXHOA
KOpOGKM) = 140x350x60 MM. Takxe Heo6XoAMMO NpeaycMOTPETb NoABOA Kabess NUTaHNs, A0M. MoAy e 1

JIOKaU/IbHOM ceTu.

BHuMaHue:

OTBEPCTNE B HKHEN
UacTU KPOHLUTENHA
npeaHasHadyeHo Ansg
CnvBa NonaeLUen BOAbI,
He 3aKpbiBanTe ero
crneumanbHo.

Takxe HeOBX0OMMO
BbINOJIHUTb CIIMBHOW
XKenob BHM3Y HULLIN,
KOTOPbIN ByOeT CNYyXUTb
0191 OTBOAA BOObl HAPYXKY.

PekomeHgauum no BbicOoTe YCTAHOBKU:

Huwa

KpoHLWwTenH

/;’O

P 4
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Bbi3biBHas naHesnb

0

00
800 BUHTHI
000

YcTtaHaBnuBaTh BbI3bIBHYIO NaHesib cnefyeT Ha y,CI'O6HOI7I OnA BacC BbICOTE. OpI/IeHTI/IpOBOl—IHaﬂ

BblCOTa YCTAHOBKWN 160-165 CM NO YPOBHIO Kamepbl.

5.4 MopakntouyeHne AONONHUTESbHbLIX Moay el

Ko BceM MHOroaboHEeHTCKUM NaHesisiM MOXHO NOoAK/TYNTL crieayrvwme moagynu:

« Mopaynb ynpaeneHvsi ABymMs 3amkamu SH-42

« Mogaynb ynpasneHusi N ToBbIM 060pyaoBaHnem EVRC-IP
« MynbTdiopMaTHbI CUMTBLIBATE b C NOAAEPXKKOM TeXHOMOrMM UKEY BME-03

YcTaHoBKa 1 NoAK/oveHne - 48
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6 Vicnonb3oBaHne yCcTpoucTea

o Mo6U/bHbIN focTyn UKEY(see page 49)
« [NonyyeHvie RTSP noTtoka ¢ KaMepbl BbI3bIBHOWN NaHes U(see page 56)

6.1 Mob6unbHbIN goctyn UKEY

6.1.1 OnucaHve

Mo6unbHbIA gocTyn UKEY oT BAS-IP ABNsSieTCA yHUBEPCa/IbHOM TEXHONOIMEN A1 NO/TyYeHus 4ocTyna B
nomMeLleHne UM Ha TEPPUTOPUI0 06bEKTa C BO3MOXHOCTBLIO UCMNOJb30BaTh B O4HOM CUMTLIBATENE
OAHOBPEMEHHO: KapToukn EM-Marin 1 MIFARE/wmncpoBaHHbie kapTbl MIFARE Plus/MIFARE Classic, MOGU/bHBII
TenedoH (Bluetooth 1 NFC).

UKEY o6napgaeT cnegylowumm npenmMmyLiectsamm:

« BO3MOXHOCTb MCMNOMNb30BaTb OAHOBPEMEHHO HECKO/ILKO CTaHAapToOB naeHTudmkauumn: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb UCNOMb30BaTb MOOWU/IbHbIM Te]'le(*)OH B Ka4yecTBe M,ququ)MKaTopa

+ perynupyemasi JasibHOCTb cpabaTtbiBaHNs MOGUNBLHOTO MAEHTUdIMKaTOpa (Npy MCNosb30BaHNM
Bluetooth)

« HU3KOe 3HepronoTpebneHve

« CrneunasbHblii anropuTM WNGPOBaHUS A1 MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

+ BO3MOXHOCTb MPUMEHEHNS Ha Mt06bIX TUNax 06HEKTOB

+ BO3MOXHOCTb YCTAHOBKW MOGW/ILHOTO focTyrna UKEY B paHee NpMoGPEeTEHHbLIE Bbi3bIBHbIE MaHENN

+ yAo6CcTBO AN No/b30BaTeNs

6.1.2 MMpuHUMN paboTsl

NaeHTudmkaumsi n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hanmumnio B naHeNsx BCTPOEHHOro Moaysist BME-03
C NoAAEePXKOW MOBubHOro goctyna UKEY.

MynstucbopmatHbii Mogysib BME-03, KOTOPbIM MOTYT 6bITb OCHALLEHbI BCE BbI3biBHbIE NaHenun BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbI CUMTbIBaTESb, NO3BONSAET NPOU3BOANTE NAEHTUMKALMIO NOb30BaTeNs N0
TexHosorum UKEY € MCNo/Ib30BaHMEM Pas3/iMyHbIX NAEHTUMKATOPOB (KapTbl, 6penoku, TenedoH) n
BbINOMIHAET PO/b YHUBEPCA/ILHOIO CUUTLIBATENA AN1A CUCTEMbI KOHTPOA AOCTYNa.

6.1.3 Mo6W/bHbIN JOCTYN C NpunoxeHnem UKEY®

10 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl No/Ib30BaTeNeli C BbI3bIBHbIMW NaHeNsiMy BAS-IP, oCHalLeHHbIMM
MY/IbTUGOPMATHBIMY CYUTLIBATENSAMMN, KOMNAHUSA BAS-IP BbinycTuIa HoBOe MO6W/IbHOE NpuioxeHne UKEY,
KOTopoe nocsie Nosy4yeHnss MoGUNLHOTO NAEHTUdIMKATOpa NCNOMb3YETCs A8 OTKPbITUSI ABEpeit/BopoT/
wnarbaymos.

[ns Kaxaoii BbI3bIBHOW NaHesm, OCHaLLeHHOW MOAY/1IeM CUUTbIBATENS C NOAAEPXKON MOBUIBHOIO AoCcTyna
UKEY, MOXeT ObITb HACTpOEHa pasHas fasibHOCTb cpabaTbiBaHMsA MOOUIBHOTO nAeHTUgMKaTopa, B
AvanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabatbiBaHMS 3aBUCUT HE TO/IbKO OT BbIGPAHHOIO
pexuma, HO U OT TOJILWMHBI CTEH B NOMELLEHUW, NOTOAHBIX YCMNOBUIA (MPYU pasMeLLeH NaHenn Ha yauue) u

Apyrux hakTopos.
PeXxumbl pa6oThl (a/IbHOCTbL) cpabaTbiBaHUA MOGUILHOIO uaeHTudukaropa:

« KacaHue (pacctosiHue cpabatbiBaHUs 40 2 CM)
« J1Bepb (paccTosiHue cpabaTbiBaHWUs 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie oT 0,5 M [0 10 m)

6.1.4 HacTpoiika B Tpy Knka ¢ npunoxeHmem UKEY Cfg™

BO3MOXXHOCTU NPUJIOXKEHUA:

« HacTpoiika pexvma paboTbl kapT EM-Marin, MIFARE n BLE (Bluetooth Low energy) - Bk/toueHue n
OTK/ItOUEHNE CTaHAAPTOB CUUTbLIBAHUS

« YCTaHOBKa WnhpoBaHms ansa ngeHtudmkaropa UKEY. 3To gacT BO3MOXHOCTb NpuBA3aTh
LWMPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENHO

« BkntoveHve 1 OTK/IIYEHME PEXMMOB WngpoBaHns ansa kapT MIFARE Classic n MIFARE Plus
« BkntoueHne gusepcudomkaumm anis kapTt MIFARE Classic n MIFARE Plus

+ HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPY NOAHECEHUN MOBW/IbHBIX UAEHTU(MUKATOPOB K
CUMTBIBATENIO B PEXMMAX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHue, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTM pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnar6aym”

« B cBA3Ke co cumTbiBatesieMm TR-03, KOHGoUrypaTop no3BosIAET 3anncbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

+ BO3MOXHOCTb COXpaHeHusi chaiisia ¢ HacTpoikamu AJsi yKasaHHOro cumTbiBaTessi

+ BO3MOXHOCTb 3arpy3ku KOHpUrypaLmoHHoro dalina ¢ HacTpolikamu 715 BOCCTAHOB/IEHUS!
napamMeTpOB CUMTbIBATENSA U AJ1S1 KOMMPOBAHUSI HACTPOEK B APYrMe cumTbiBaTeN

11 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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6.1.5 Cnoco6bl nonyyeHns MobusibHOro nageHTudpmkaropa n KapTt gocryna

OTcKaHupoBaTb QR-KOZ C MOMOLLbIO NPUIoXeHUsa UKEY

Monb3oBarens Nnogaer 3asBKy Ha NPUobpeTeHne HeobxoaUMOro KonmyecTsa QR-KO40B afMUHUCTPATOPY
CBOE 06CTyX1BaKLLEN KOMMaHUK, N3 pacyeta oamH QR-KoA = 04HO MOBUNbHOE YCTPOIACTBO. Mocne

OH nony4vaet QR-KoA, B pacneyartaHHOM B/AE WU B 3/1IEKTPOHHON dhopme (no e-mail, Viber, Telegram u 1.1.).
[anee ckaHMpyeT NO/YYEHHbIN KOA UM UMNOPTUPYET ero 13 oainnoBoii CUCTEMbI U TEM CaMbIM NoyYaeT
MOOW/bHbIN MaeHTUdMKaTop.

[lo Toro Kak ngeHtTudmkarop, B Buae QR-ko4a, BblAaH Nosib30BaTeso, OH 3anMCbiBaETCS agMUHUCTPATOPOM
ynpas/soLLein koMnaHMm B nporpaMMHoe obecnedyeHme Management Software. QR-k0f, He/lb351 NOBTOPHO
NCMNOJ/b30BaThb Ha HECKO/IbKNX MOBW/IbHBLIX TenedoHax, OH NPUBA3LIBAETCS TO/IbKO K O4HOMY MOGUIbHOMY
YCTPOWCTBY, UTO 06ecneunBaeT BbICOKUIA YPOBEHb HAAEXHOCTU N 6E30NaCHOCTN MOOW/IbHbIX
naeHTndrkaTopos. KonnpoeaHue n ayonupoBaHue naeHTndmrkaTtopa HeBO3MOXHO.

C nomMoubto cuutbiBartesisi BAS-IP TR-03B

s Toro yToGbl aAMUHUCTPATOP YNPAB/sIoLLE KOMNaHUM MOT € MoMoLLbio TR-03B BblgaBaTb MOGW/IbHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNA, NEPBOHAYa/IbHO HEOGX0AMMO yKa3aTb MacTep-KapTy,
KoTopas B AasibHeliluem 6yaeT Hy)Ha A5t paboTbl cCUUTbIBaTENSA. MacTep-kapTa ykasbiBaeTcsi Npy NepBoM
3anycke cunTbIBaTess.

CospgaHue MacTep-KapTbl:

CkauaTb 1 ycTaHOBUTb MOBUIbHOE NpunoxeHne UKEY Cfg;

MoakntounTb cunTbiBaTesb TR-03B K MCTOYHMKY NuTaHus +5B (USB);

3anyctntb npunoxeHne UKEY Cfg n HaxaTb Ha KHOMNKY Noucka;

MpunoxeHne HaNQEeT cunTbiBaTE b, HEOOXOAMMO 3aTN B HACTPOIKN, MeHIO "ELle", Bknagka "CmeHa

MacTep-KapToukun";

MogHecTun kapTy EM-Marin nnu MIFARE K cunTbiBaTento;

6. CumTbiBaTe/lb MPOU3BELET 3aNNUCh B KAPTY C LLUMIPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToi
ONA JaHHOro cYnThIBaTe s;

7. [ns npogomkeHusa paboTbl CO cUMUTbIBaATENIEM HEOOXOAMMO NEPENOAKNIOUNTLCSA K HEMY B NPUIOXKEHUN

UKEY Cfg.

Ll N .

o

Bonee nogpo6HO 03HAKOMUTLCH € PYHKLMSMM HACTOSIBHOTO CUUTLIBATE/ISI MOXHO MO CChIJIKE.

Mocne Toro Kak co3gaHa Mmactep-kapTa, aAMUHUCTPATOP MOXET BblAaBaTb MOOU/bHbIE MAEHTU(IUKATOPDI, a
Takke 3anvcbiBaThb LWMGPOBaHHbIE KoUKn B KapTbl MIFARE Plus.

MonyyeHne MOGUNbHLIX UAEHTUDIUKATOPOB C NOMOLLbIO TR-03B:

1. CkauaTb W YCTaHOBUTL MOBU/ILHOE NpuiokeHne UKEY!?;
2. YcTtaHoBMTb 1 3anycTuTb Ha K ¢ OC cemeiictBa Windows nporpammy ans sanucu
naeHTndrkaTopos "BAS-IP USB Reader Server";

12 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npanoxiennna Cepeep USB cuntmsaTena BAS-IP

MacTep YCTaHOEKK BeINONHAST YCTEHOEKY NpHnoxeHHa Cepeep LISE
CHMTEIBEaTENA BAS-IP, 3T0 MOMHET 38HATE HECKONBKD MHHYT,

X0oA YCTaHOBKMK:

L —
Janyo cnysb

< Haszan Hdanee > OTmeHa

w

MoakNUNTL CUUTLIBATE b K KOMMbLIOTEPY;

MpuNoXnTb MacTep KapTy K CUUTbIBATESHO;

5. MNMogHecTn TenedoH K cunTbiBaTENO (NPOBEPLTE, UTOOLI ObIN BK/IOUYEH Bluetooth) 1 BoiiT B
npunoxenune UKEY'3, nanee Haxarb KHOMKy "MonyunTb" 1 BbIGpaTth "MoMyunThb KoY oT BAS-IP TR-03";

6. CunTbiBaTeNb Nepefact MOOWbHbLIA NAEHTUdUKATOP B Ball TenedioH 1 B NPUIOKEHUN NOSBUTCS

Haanuck "Ball KoY rotos";

>

3anucb Mo6unbHbIX geHTUukatopos B NO Management Software:

1. C nomouwbto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb uMaeHTUdMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

13 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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7
% baS YTeHue 1 nokanbHas Bblaava MoGUNbHLIX MOEHTUMUKATOPOB

A OuwcTvs 7965432, 798AFS, (INFEIN:
S| KonmposaTtb

© CoxpaHnTe

b. BHectu B 10 "Management Software", Ha Bknagky "3anuck kapt B 6a3y", B CTPOKY BHU3Y
CTpaHuLbl N HaXaTb KHOMKY "[06aBUTb BPYy4YHYIO";

Norweosas e (070707010 ] oo I

VirgeTubueaop kaprel aoeTuna Mpuersra kapt K oBopUROEaHME
00-73-84:F8 0007-07-0 Mroroke. naens

Hacrpaii
oo COM-nopr

B Cucrertie
8 TpesmiHeIE 30Ho!
£ MNonssoearenn
¥ Déiopyaceane
23 BHUTPEHHUE MOHUTOPE <<
Wl BoimoiHole naHe i
all Kopareve conduenin
oo ¢ 3anuice kapT & Gasy
&, Axrupauus kapr
[ zanveu codbman

1§ Coofiuerinpesorn
wnve [ Criaco coobuuendn

=4 Mposon na kaprar

B Kypren crcrores

[ Beibpats

O Betpare
oo [ [io7eirs
Coxparire 3acpers
< 3 Mpoeepsre Mpoeepus

c. BblGpaTtb 13 cnucka cnpaBa HEOO6XOANMYHO NaHe/b;
d. Haxartb kHonky "CoxpaHuTb";
e. Mepeiitn B BKNagky "AkTnBauus kKapt";
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-, HacTpoiicu
e COM-nopT
B Cucrertie

[u}

] Tpesorie Sor!
83 Monegosarend

il OfopynoBaie

23 BHUTPEHHUE MOHUTOPE <<
BB Boisoieois nans
il KopaTre cooduwenis
oo ¢ 3anuice kapT & 6asy
& Arrvsoums kapr

5] Zanveu cogmin

1§ Coofiuerinpesorn
o i) CriMcok confuermit

24 Mpovon no Kapram
B8 Kypran cucrems

Crucor ofopyaoEaHka.

1) 0006-01-0 Muoroke. naHens
2)0007-07-0 MHoroke. naHens

He NPOMSBORMTE HIKSKUK ONEPALHI B MOMEHT PASOTE! GE0PUDEEHA!

h. Haxartb kHonky "AKTnBMpoBaTh";

2. Vmes Ha pykax QR-kof

a

b.

Crcor mpHBASaHHb KapT: |

AxrueuposaTs

Crcox aKTeupopabi kapr: 1

1)00-79-84F8  0007-07-07-07-0

e

NaeHTudmkaTop BHECEH B 6a3y 1 TeMePb Bbl MOXETE M0/Ib30BATLCH MOGWU/ILHBIM Te/1Ie(DOHOM
[151 OTKPbITUA ABEPU, BOPOT, LWnaréayma.

. OTKpbITb QR-KOA B Nt0GOI NporpamMmme /1S NPOCMoTpa M306paxKeHwii;

ckonupoBaTtb UM nepenucartb nocnegHue 6 3HaYeHwni KOoAa,

c. [o6aButb "00" nepes aTUM 3HAYEHUEM, YTO Obl MOYYNTb NOJIHBIA KOA, KapThl;

d.

[u}

00-79-84-F8

CTPOiKA
e COMenopT
B Cucrertie

% Tneamsrie sor
£% Nonssosaren

-2 Ofopyaosarie

23 BHUTPEHHUE MOHUTOPE <<
Wl BoimoiHole naHe i
all Kopareve conduenin
oo ¢ 3anuice kapT & Gasy
&, Axrusaums kapT

[ zanveu codbman

1§ Coofiuerinpesorn
wnve [ Criaco coobuuendn

=4 Mposon na kaprar

B Kypran cucrems
[ Beibpats
Cumeisars

5| | Moeepsre

Cron

MNorideckuil anpec 00070707070 ~| Drucanue

ViraeTLciak aTOP KapTel ASCTNS

00-79-8A-F8

Mpoeepus

]

Mpuersra kapt K oBopUROEaHME

0007-07-0 Mroroxe. nanene.

[ Beiipare

e. BblbpaTb 13 cnucka cnpaBa HEO6X0AMMYIO NaHEeNb;
f. HaxaTb kHOrky "CoxpaHuts";
g. MepeliTn B BKNagky "AktuBauus kapt";

BHecTu nony4yeHHbIid kog B MO "Management Software", Ha Bknaaky "3anuch kapT B 6a3y", B
CTPOKY BHWU3Y CTpaHuLbl N HaXXaTb KHOMKY "[,06aBUTb BPyUHYIO";

Coxparure Sakpers
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He MPOUSBARUTE HUKAKIK GNEPAIL B MOMEHT PaSaTbI DBOpYIOEaHAAI
Crcor mpHBASaHHb KapT: | Crcox aKTeupopabi kapr: 1

Crucor ofopyaoEaHka.

1)00-79-84F8  0007-07-07-07-0

-, HacTpotikn

e COM-nopT
B Cucrertie
] TpesoHE 30He!
&3 Monesosarent
¥ Dopyceare
23 BHUTPEHHUE MOHUTOPE <<
BB Boisoieois nans
«ll Kopotkue cooduenns
oo ¢ 3anuice kapT & 6asy
B Axrueous kapr
E-|=] Zanmeu cogsmi
1§ Coofiuerinpesorn
o i) CriMcok confuermit
2 Mpovon na wapram
B8 Kypran cucrems

p
svesponere o] o

h. BbIGpatb HYXHYI0 NaHesb;

i. HaxaTtb KHOMKY nepeHoca AaHHbIX B NaMATb NaHenu;

HaxaTb KHOMKy "AKTnBMpoBaTh";

k. ViaeHTudpmkarop BHeceH B 6a3y 1 Tenepb Bbl MOXETE M0/1b30BaTbCA MOOUbHBIM TeniedOHOM
[ANA OTKPLITUA ABEPU, BOPOT, LWiaréayma.

—

MonyueHue wundpoBaHHbIX KapT MIFARE Plus ¢ nomowbio TR-03B 1 3aHeceHue ux B MO "Management
Software":

1.

PN~ WN

10.

11.

YCTaHOBUTBL M 3amnyCTUTb Ha KOMMbIOTEPE NporpamMmMy A4 3anvmcu ngeHtudurkaTopos "BAS-IP USB
Reader Server";

MoaknounTb cuynThiBaTenb TR-03B K KOMNLIOTEPY;

CkayaTb 1 yCcTaHOBUTbL MOBUIbHOE npunioxeHne UKEY Cfg;

MpUIoOXnUTL MacTep KapTy K CYUATbIBATEN!O;

3anyctutb npunoxeHve UKEY Cfg n HaxxaTb Ha Nowuck;

MpunoxeHne nogkntounTcs K TR-03B 1 cumMTaeT ero HacTpoiiKu;

B HacTpoiikax npunoxeHus BbiopaTs onuuio "Belgaya wndpoBaHHbIx KapT";

MogHecTV HOBYIO KapTy K CUMTLIBATESIO, MPON3BEAETCA 3aMnucCh LLUMGPOBAHHOIO K/oya B KapTy, nocsie
yero cumTblBaTe/lb N30ACT 3BYKOBOI CUrHaT;

Takxe Ball ngeHTUrkaTop kapTel 0TO6pasnUTcs B nporpamme "BAS-IP USB Reader Server", ero
Heobxoaumo ckonuposaTtb 1 BHecTH B 10 "Management Software" an1a Tpebyemoli BbI3bIBHONM NaHenu;
NpeHTudmukaTop BHeCeH B 6a3y 1 Tenepb Bbl MOXETe M0/1b30BaTbCA KapTOl A1 OTKPbITUA ABEpH,
BOPOT, Wnarbayma;

MonyyeHHble Takum obpa3om kapTbl MIFARE Plus, Takke kak 1 ngeHtndukaropsl B UKEY, HEBO3MOXHO
B3/1OMartb UKW CKOMUPOBaTh.

MonyuyeHne O0GLIYHBLIX KapT fOCTyMNa ¢ nomouwbio TR-03B 1 3aHeceHue nx B MO "Management
Software":

1.

N

YCTaHOBUTBL M 3amnyCTUTb Ha KOMMbIOTEPE NporpamMmMy A4 3anucu ngeHtudurkaTopos "BAS-IP USB
Reader Server";

MoaxNoUNTL CUUTBIBATES b K KOMMBLIOTEPY;

MogHecTn No oyepenn Heo6xooUMOE KONMYECTBO KapT K CUUTLIBATENHO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHn4eHo);

Bce ngeHTudprkaTopbl KapT 0TOOGpasfaTca B nporpamme "BAS-IP USB Reader Server", ux Heo6xoanmo
ckonuposaTb 1 BHecTu B O "Management Software" ana Tpebyemoli Bbi3bIBHOV NaHesnu;
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5. VaeHTudmKaTopbl BHECEHbI B 6a3y 1 Tenepb Bbl MOXETEe M0sb30BaThCs KapTaMu A1 OTKPbITUA
[ABepu, BOPOT, Waréayma.

6.2 ony4yeHune RTSP noToka ¢ Kamepbl BbI3bIBHOW MaHeu

[nsa nonyyeHnss RTSP NOTOKa C Kamepbl BbI3bIBHOW NaHes M B CUCTEMY BUAEOHAO0AEHNS HEOOX0AMMO B
CTpPOKe fo6aBneHns Kamepbl nponucaTs rtsp://admin:123456@192.168.1.16:8554/ch01, rae admin - 3TO NOMVH,
123456 - naposb Ans goctyna Ha WEB-uHTepdoelic, 192.168.1.16 - IP agpec naHesnu, 8554 - NopT AocTyna K
Kamepe, ch01 - HOMep KaHana.
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